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1. GENERAL

The Erste NetBanking serviabows users to view the balance and transactions per their accounts, pay bills, purchase
shares of investment funds and conduct other financial transactions 24 hours a day, every day of the week.

Access to the service is possible from anywhere in thddwwhere Internet access is available (including public places
such as hotels, Internet kiosks, etc.). All thatesdedis to access the Erste Bank siteldtp://www.erstebank.hr.
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Figure 1. Accessing the NetBanking service

Once the user has access to Bank web site, they need to select the "NetBanking" option (circled in Figure 1). By
clicking on the "NetBanking" menu, the login screen to Erste NetBanking will appear.

Logging on to the service enables you to view thiaee and transactions per your accounts, conduct transactions
and activate a range of services in a quick and easy way.

2. LOGIN

Users can log in to the Erste NetBanking service in two steps:

1. Thefirst step is to enter the username and password given to pguthe Bank upon activating the service.
First enteryour username in the Usernamé field, and password in thePassword field. After entering your
username and password it is necessary to confirm the entry by selecinteg: on the keyboard or cliakj
<Logir> with your mouse.
The username and password consisting solely of numeric characters. The username consists of 11 numeric

characters, with the first 6 being the date of birth of the user, and the remaining 5 a unique number for each user.
Passwods must consist of at least 8 numlisewith eachuser selecting their desired combination of numbers.
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Figure 2. Logging in to the Erste NetBanking service

If any of the entered data is incorrect, a message indicating the error will be display. After corrbetiagdr, it is
necessary to repeat the login attempt by clicking "Login".

Login to Erste NetBanking NetBanking

Unknown username and password. (Message No. 015007)

Username  [2509836502 |

Password \

Login

I learn new login data |

Ifyou suspectthatyour accounthas heen
misused, please enter your username and | Block account
press the hutton.

Figure 3. Invalid entry of a username

In the case of three invalid entries, the servicausomatically blockedfor the user identified by the user name.




Login to Erste NetBanking NetBanking
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Username
Password
| Login |
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Figure 4. Blocking of the service due to invalid entries of the password

The"BlocK' function, which allows the user to block access to the servitteeif wishto for any reason, is located

on the login page. Blocking is done so that the user enters a username and Blm#$. " This opens agge where

it is necessary to enter your name and surname in order to verify the process. After this procedure, all access to
the Erste NetBanking service is disabled.

2. The second step is to enter a number from the TAN card which each user reaidiveis home address upon
activating the service.
On the TAN card entry screen, the serial number of the TAN card is displayed as well as the row and column of the
TAN which the user must enter. For example, if "row 4, column 2" is displayed, it is necegsatyhe value of
the TAN from the fourth row and second column and enter it into the "TAN" field.

Each card consists of 32 TAN numbers. Upon each login, you will be asked to enter a different number from the
TAN card, with the numbers beingeriodically repeated. If a user suspects that someone has come into
unauthorised possession dnavelost their TAN cardihey arerequired to report it to the Bank and order a new

TAN card.

After entering the correct numbefrom your TAN card, the user should click tHeogin" button to enter the
service. If the TAN you have entered is incorrect, a message indicating a false entry will apfieasaren. In
case of three invalid entries, the service iltomatically be blockedor the user identified by the user nze.

Enter TAN number NetBanking

Enter TAN from card: [0061229]
(row: 6, column: 3)

| Login

Figure 5. TAN entry

In the case of blocking access to the service while logging in (by entering an incorrect password or TAN number),
unblocking can be achieved by calling Customer Support at 062 555 555 or visiting the nearest branch

In order to increassecurity within the Erste NetBanking service, if a user logs in to the application, but does not use it
for some time, the application will automatically log off. For further use of the service you will have to log in again.

The following options are avable on the login screen:




/£ FORMS AND DOCUMENTS
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/E HELP

By selecting theHMelp' option, the 'Frequently asked questiorisscreen is displayed. You can find answers
some of the most common questions and ambiguities in the use of NetBanking services here.

In addition to the frequently asked questions, instructions for use of Erste NetBanking are located within this
option. Prior to using Erste NetBanking for thstfiime, each user should read the user manual.

/£ CONTACT
By selecting theContact option, a form through which you can send a request to the Bank is displayed. In order
to send a query, you must fill in the displayed fields and ctand.

/A VIEW TRANSAGIN STATUS

You are able to view the status of individual transactions by selecting\iesv"transaction statu$ option and
entering the transaction number and account number of the recipient of funds.

The transaction number can be found in:
¢ the confirmation of transaction that is sent to the user byneail

e the receipt of transaction screen within the "View payments" menu, under Bament orders-
"Completed option (more details irsection 6.1.2. Overview of completed payment orders

By entering the trasaction number and the recipient's account nhumber and select®igetk, the status of the
selected transaction is displayed on screen. To check the status of some other transaction you need to select the
"View new status option.

To use this option youalnot need to be a user of the Erste NetBanking service, or even be logged in to the
service. All that is required is to know the transaction number and account number of the recipient of funds.
/A TOOLS
. @ aAStSOlAy3 (KS ac¢c22f aédispldy®lA 2y > (GKS F2ft26Ay3I 2LHGA2Y
e Exchange rates
e Loan calculator
e Savings calculator
e Erste Invest calculator
e Currency calculator.

/£ CUSTOMER SUPPORT

On the login screen, as well as any other screen within the Erste NetBanking application, the customer support
number: 062 555555 is displayed. Customer support, where users can get all information related to Erste
NetBanking, is available every day from 0 to 24h (except holidays).

Before first using the service we advise all users to read the Erste NetBanking user manual.
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Figure 6. Log in screen

3. MENUS

All options in NetBanking are divided into six main menus:

- Being processed - Payment of credit

1. BALANCE - Completed instalments
- Accounts - Nonrcompleted
Savings and deposits - Cancelled File format
Credit cards FX orderl4 - Domestc currency
Loans - Nonrauthorised payments
Guarantees, Letters of credit, - Authorised - Foreign currency payments
bonds - Pending transaction - Salaries and loans
Investment funds - Completed
Statements - Non-completed 5. FUNDS
- Cancelled Investment funds
2. PAYMENTS - General information
Payments 4. FILES - Balance of shares
- Payment order Entry - Purchase
- HSVP order - File upload - Sale
- Purchaseand sale of foreign - Payment of employees - Swap
currency salaries - Non-completed requests
- FX orders - Payment of employees
Templates creditinstalments 6. SERVICES
- Payment orders File overview Erste SMS
- FX orders - Domestic currency - Overview of operkErsteSMS
transactions services
3. OVERVIEW OF PAYMENTS - Foreign currency - Activate the Erst&MS
Payment orders transactions service
- Non-authorised - Salary payment BON2
- Authorised - Request foBON2




The active menu is marked with a light blue background, and its options are listed in the left side column. The content
of each individual menu and every option within the menu is selected by clicking the menu name or the rthme of
individual option within the menu.

® lHeIp ‘ Contact | View tr ion status | Settings | C llati ‘ Tools | Selecttool v ‘ = Hrvatski ‘ Select client ‘ B Log off ‘
ERS IE —pie balance EiTVITEN overview of payments  files  funds = services
Payments =
Payment order (HUB1) NetBanking
Payment order
HSVP order
Purchase and sale of user IME PREZIME for FIRMA D.0.0. print B instructions
foreign currency
FX order
Templates Payer's account number * 2402006 | | 1100000000, Poslovni radun %
Payment orders Mode - Charge reference no. * 99 v |
FX orders ;
Amount charged * HRK

Figure 7. Menus within the Erste NetBanking service

At the top of each screen of Erste NetBanking, an additional menu is available which contains the same options as the
login screen, as well as:
/A HELP

By selecting the Help" option, the 'Frequently asked questiorisscreen is displayed. You can find answers to
some of the most common questions and ambiguities in the use of NetBanking services here.

In addition to the frequently asked questions, instructions for use of BM&tBanking are located within this
option. Prior to using Erste NetBanking for the first time, each user should make sure to read the user manual.
/£ CONTACT
By selecting theContact option, a form through which you can send a request to the Bank is dexphldy order
to send a query, you must fill in the displayed fields and ckant.
/E VIEWTRANSACTION STATUS

You are able to view the status of individual transactions by selecting\iesv"transaction statu$ option and
entering the transaction numbemal account number of the recipient of funds.

The transaction number can be found in:
e the receipt of transaction that is sent to the user bynail

e the receipt of transaction screen within the "View payments" menu, under Bayment orders-
"Completed option (more details irsection 6.1.2. Overview of completed payment orders

To use this option you do not need to be a user of the Erste NetBanking service, or even be logged in to the
service. All that is required is to know the transaction number andwgcoumber of the recipient of funds.

1100000000 completed ADRIAGENT D.D.
29.06.2010. 29.06.2010. 2402006-1100330000 99 191 100,00 191 100,00 100,00
Payment order Usluga po spec.rn

Figure 8. A completed payment order

By entering the transaction number and the recipient's account number and sele@imecR, the status of the
selected transaction is displayed on screen.




View transaction status NetBanking

user IME PREZIME for FIRMA D.0.0. print P instructions

You can only use the | View transaction status" option for payment orders (HUB1).

Transaction number * 'W1001415293903
Recipient's account * 2402006 - ERSTE & STEIERMARKISCHE BANK -[110004850 |
Date of execution 21.04.2009.
Amourt 123,99
Reference number 00 12345-122
Status of review Transakcija izvi$ena, nije ju moguce stornirati!
* Mandstory field
| Hew review |

Figure 9. Viewing the status of a transaction
To check the status of some other transaction you need to select\lev'new status' option.

A SETTINGS
By selecting theSettings' option from the menu at the top of the screen, the user is able to change settings of the
Erste NetBanking service.

In the 'Settings' menu, you are able to change your:
e Password
By selecting the Change passwordlink, a screen where you can change the current password is
displayed. You then need to enter the current password into the "Password" field, and youaariview
password in the "New Password" and "Repeat new password" field and then click the "Change" button.
The password must consist of at least eight, only numeric characters.

e Contact information
By selecting theChange contact informatiohlink, userscan change their contact information.
By changing the-enail address, the-enail address to which:
- login receipt mails
- receipt of transactions via NetBanking
- statements
are sent, will be changed.
If you wish to change this information, it is necesstr enter new information and click on "Check" to
check the correctness of the entered data, and th@oiifirmi' to save the data.

/A CANCELLATION
By selecting theCancellatior! option you can send a request for cancellation of a transaction. It is necdsdty
in the fields with information on the order you wish to cancel and cl&gnd.

This is not an automatic cancellation of orders, but only forwards the request for cancellation to the Bank and the
user will subsequently be notified of the resukthe order has not yet been processed it will dencelled If the
order has already been completed, it cannotdancelled but the Bank can make a request for a refund in behalf
of the recipient on his request.
/E TOOLS

. @ &aStSOiAy3 («iblowing @pflohsiace digplajied 2 y = K

e Exchange rates

e Loan calculator

e Savings calculator

e Erste Invest calculator

e Currency calculator.
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/£ SELECT CLIENT

If a user uses the same username, password and TAN card to access services of several different clients (for
themselves as citizens and other businesses), they can log in as another user by selecting the "Select client" option,
without re-entering login information (Figure 4 ).

In addition to the Help" option at the top of the screen, therstructions' option which is located on every screen
can assist the user with a brief description of how to use the selected option.
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Figure 10.  Selecting a user

In addition to the "Help" option, the "instructions" option at the top of each screen can be helpful to users. The
instructions option gives a brief description of how to use options on the selected screen.

Figure 11. A brief instruction on the screen
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4. BALANCE OVERVIEW
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